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Oracle Data Block

e Oracle ' H/NI/0HAT
o RDBMS EARAF TR 1 [X 35k
o —PBlockXf N REEL FH)—x Xk, W]
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Oracle BlockBy44 %

=55 = AN J= 2H A

Jrl

e FEHCache)Z,

CacheZ
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Oracle Block#4pk Cache/= Kcbh

o Cache/Z40 & HRE M LA IAHIE B
— CachefZchkval kebhHRHFIN, LE—RME NBIHEL, FIEAEEH R L
FIBlock ] N & A& & —2K

e CacheZfFTIME B
—  AREAEHATTU R PE type_kcbh (Data, Index)
— RDBARI#E A

—  AREHERHR T E N [
o JUTHETE EHERHA Cache )=, KCBH '

BBED> MAP Transaction layer: variable

Flock: 550 —Ysren-drdeseidbf () Dba: 0x00000000.
struct kcbh, 20 bytes @0
struct ktbbh, 72 bytes @20

KTB Data Block (Table/cluster)

struct kdbh, 14 bytes @92

struct kdbt[1], 4 bytes @106

sb2 kdbr[94] @110 Free space
ubl freespace[825] @298

ubl rowdatal[7065] @1123

ub4 tailchk @8188 Row data
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Oracle Block#a gk

(AR B 3T A
WERATE M ESER
1778

SCN (System Change
Number)

ITL —FpEEE5%
ktbbhitl

A7 B 2
ktbbhtyp ,
KDDBTINDEXRRFEZ 5]
KDDBTDATA X7 %#E

ktbbhflg , MSSM or
ASSM, KTBFONFL or
KTBFBSEG

AP ktbbh,
#ltnundo blockst %A
ktbbh

i)

vl

= ktb

BBED> MAP
File: ol_mf_s
Block: 500

KTB Data Bloc
struct kcbh,
struct ktbbh,

struct kdbh,

sh2 kdbr[94]
ubl freespace
ubl rowdatal7
ub4 tailchk

struct kdbt[1], 4 bytes

bh

ystem_9tdt5cf3_.dbf (0)
Dba : 0x00000000

k (Table/cluster)

20 bytes @0
72 bytes @20
14 bytes @92
@106
@110
[825] @298
065] @1123
@8188

Cache layer
Transaction layer: fixed

Transaction layer: variable

Table directory
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ITL(Interested Transaction List)

XID:ktbitxid 551D

UBA: 15 [F] 55 i Ja — K12 B0 MY Undo
Flag: e B8 1, #=AHIEE C. By UL T
Lek: FEARERILEE AT S

Scn/Fsc: commit scnifcontrol scn kthitfsc.
_ktbitwrp. ktbitbas

x allocated to
RBS #4 slot #1
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Oracle Block#51& #i35

o HIRPIAEE S

o F¥EAE Bkdbh

e Table Direcotry kdbt ,
xR B2l =x

e« Row Directory kdbr , id
K [ B—"row pieceffJit
N W12 &

* Row piece F#ITH, —

g

A

row piecefx % 255F K,
NCC column counti g E.

14 8¢ NOXFF
o RIFFMEEAERAIAIE,

H A A Xl

NIl

BBED:> MAP
File: ol_mf_system_9tdt5cf3_.dbf (Q)
Block: 500 Dba : 0x00000000

KTB Data Block (Table/cCluster)

struct kcbh, 20 bytes @0
struct ktbbh, 72 bytes @20
tttttt kdbh, 14 bytes @92
tttttt kdbt[1], 4 bytes @106
sb2 kdbr[94] @110
ubl freespace[825] @298
ubl rowdata[7065] @1123
ub4 tailchk @8188

Cache layer
Transaction layer: fixed
Transaction layer: variable

Table directory

||||||||H|H%%HHHHIIIIIIII
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kY 7 ~ A S E
kd bh é&“ 1 9—'1= 0 PFile: ol _mf_system_9tdtscF3_.dbf (0)
1le: 0O m system C .
-J N THWLGs Block: 500 Y B B Dba :0x00000000
KTB Data Block (Table/cluster)
struct kcbh, 20 bytes @0
struct ktbbh, 72 bytes @20
. AN struct kdbh, 14 bytes @92
« kdbhflag bitfiz, KDBHFFK 0x01  Flushable seruce kdbe[1]. 4 bytes o106
Key sb2 kdbr[94] @110
. . ubl freespace[825] @298
e kdbhntab Number of tables in the table index
ubl rowdata[7065] @1123
e kdbhnrow Number of rows in the row index ub4 tailchk @8188

e kdbhfrre first FRee Row index Entry

e kdbhfsbo Free Space Beginning Offset

e kdbhfseo Free Space Ending Offset

e kdbhavsp AVailable SPace in the block

e kdbhtosp TOtal Space that will be available

L parnassusData



L

Table Directory kdbt

kdbtoffs XfWIRidx MWL E
kdbtnrow XMW 3 7EAER AT HL
W T — KRN A —2kkdbtid 3%

HBf K Cluster Tablefiit , — PRI Z
Bk K0T, KDBTH A L4103
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Row Directory kdbr

o — A kdbrFiH, A2 T signed
bytes

o B PRRAERATHEIR N AN R &

o MW ENEHE R R G A BT 46

o MXT A =R == N I A A =

Data



BARER AT AR /)N

o BRONEHE IR AR/ INE R T FE R DB BLOCK_STZE
o TIEITNCN 2k, 4k, 8k, 16k, 32k

o BOANBHRI/NMERE R AR 1EM

o 0 VR AHAEPRHES R/ NEIR 26, 5 an8kERIABL

KN EE 16k /N 2R 2% 7]

- VEE: EEANEEESERAE, MilxZn

PR/ ADEUFNL N AE8kHBlock Size B 2K S fil
KRB 7 BUG

Data



HARIR AV IR

o T2 #&OracleZUHEHdnIR?

~t

o RIWARBITEOL, 7] LU R =
— VI IA Physical Corrupt
— BN Logical Corrupt
— 5FE%  Lost Write
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e Oracle RDBMS/ASMHE & HJbug, k>

[oif
T
Sh

AR R X

o frAdE/HEELWTEL, ALARE AR
o HEBERMAB 2 Stbug

« 0S I/0 API bug

o NNWREEVE dd/1vm/bbed

kb 1

Data



FhEME R

o G364 H A B AR
° ——@Egggiﬁﬂz
— ORA-1578 Transient Corruption -

Caused by Parity Error on EMC DMX4
(Doc ID 1486903. 1)

— ORA-1578 Data Block Corruptions
when using EMC Storage. Blocks
with 0xc9 byte (Doc ID 1323108.1)

— Database Corruption due to Lost I0
on Hitachi storage. ORA-600
[ kdsgrpl] ORA-1499 ORA-1410 ORA-
600 [3020] (Doc ID 1512717.1)

36 Month Survival Rate

Data
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HEERHE TR Sbug

. R,
- ORA-354 Redo log corruption when using Xisgo Driver (Doc ID 1498389. 1)

- ORA-1578 ORA-353 ORA-19599 Corrupt blocks with zeros when filesystemio options=SETALL on ext4 file system using
Linux (Doc ID 1487957.1)

- ORA-1578 Misplaced blocks against datafiles stored in NFS filers (Doc ID 1525108. 1)
—  ORA-1578 ORA-354 ORA-600 [3020] Misplaced blocks by Symantec / Veritas after adding LUN (Doc ID 1323532.1)

—  ORA-1578 Block overwritten with string “DiskDescription cyl alt hd sec” when using Symantec / Veritas (Doc ID
1313454. 1)

—  Block Corruption (ALL ZERO) detected after reclaiming space on Veritas Filesystem (Doc ID 1587427.1)
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o SR AKAEEMEIR, B ESQLIRE
o W ML LA H, KEORA-1578. ORA-

8103+ ORA- 1410%1%5% By BE TR T A
9:

o HrEFEREE K

o HIEESHL

o KWFR]IEIRIK S ImAE, T EWRE JLTHE?
e il RS, BIKS?
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HAEIRIGIFHE NS % DB BLOCK CHECKSUM

o —FIAFEMER BRI PRALE], (EAA T ST IER
HAT At

» DB BLOCK_CHECKSUM# 335 HilHt [ cache |2 K]
chkval _kebhse BAEHAE S N T I 5 N 24
N

-

=

BBED> sum
Check value for File 0, Block 500:
rrent = 0x5327, required = 0xb327

BBED> p chkval kcbh
ub2 chkval kcbh @16 0xb5327

Parnassushata’



DB_BLOCK CHECKSUM

e Mbuffer cache® 5 HH}

1+ checksum Ef
chkval_kcbh, 35 H
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DB_BLOCK CHECKSUM

B MR B Bllbuf fer cache i

U UEE N [
checksumﬂlﬁﬁﬁ

Riliffer | | " 7|§ —ﬁé
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DB_BLOCK CHECKSUM

o K5 &P checksumAliTHAEA—FF

Rl ESIE7/BEEiRB7N
IS UEEE N 1)
checksum it &4l

Riliffer | | = é—jﬁé
Clehd s

SYBEEREIN
N [
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DB_BLOCK CHECKSUM

o I ARG AR RAS I HH BRI -

— HF WA EE R R, — PN E 7 —EE b
7%, BB chkval AMRANEE T #EANHichecksum

— N BT U I A R R T s, B

HIE8 9 N AN IR
« DB BLOCK CHECKSUMIzZ#I| & 1HE S

chkval kcbl

h, R AEN|chkval kebh90000,

B B

e Rl

Data



DB_BLOCK CHECKSUM

« HIME TRUE(10g), Typical (11g)

o NI HUE W RRESEE, DBWnMIF B —PFETHE
checksumIFZ 2 =L #jchkval kcbh

e T checksumjii, OraclefEHIWrHIKZEWIEAME RS
5] 5 IR

o FF—IREFR RS AP BGER 4G B check sum

o FIIARUNT:
— MRS FR S PR, checksumfif B O
— DBWHi it 1t 5 checksumFt 5 B

— F LR M checksum [AIAFAER 8], DBWANE 21X
I\Eﬂ%l\tﬂkﬂ@, J@‘KJ\%

|

Data
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db_block checksum=TRUE

Buffer
cache

DBWn later calculates a new
checksum , stores it in block
header and writes the block

Block#=X
Chkval=A

Server process
reads block X.

Checksum is
calculated and
compared with the
one in the block
header. Block is
modified and
checksum=0

Datafiles
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db_block checksum=FULL
@

Server process
reads block X.

DBWn later checks the Checksum is

checksum and writes the block calculated and
compared with the

one in the block
header. Block is
modified and new
checksum is
calculated =B

Datafiles
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db block checksum=False

e db block checksum=False, HFAINSYSTEMZFR Z=[H]
FHIblockidfiiichecksum

« db always check system ts Always perform
block check and checksum for System
tablespace, 1Z 258 2 Z42 il & 5 X SYSTEMER %% [d]
fichecksum

Data



IEHRIRIRE S % DB BLOCK CHECKING

o PP B A B, T ke

o ZIEIXFE—N), fEisfdE FHFPE T B (—H &
IERR WA L HD Beh 7 WA — PR A
R, XEWERXNMRALH 7. RE0racle Ml

,f:

(e Aer i 48 ZEAE XN B EAZ T, AR A2t b

IEs 1
DB BLOCK CHECKING# X %%

Data



DB _BLOCK CHECKING

o SEIRLRAE NS DU, RIER I 55 =
Ul = 1) e B

A E/ERR Rl
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DB _BLOCK CHECKING

X BRI R ARSI A IR RS, BH AR AR IR AN A

Herp Ak 22 5 A VR, B HARORA-00600%E 1%
N

GRS Al
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EAE/ERoR
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DB _BLOCK CHECKING
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DB _BLOCK CHECKING

-

REDO M. H

N FH REDO ) i & s
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DB BLOCK CHECKING
ST KA FEbuffer cache E#EA, J@iddb block checkingfa:

MIFFORYT, AibESH A B, Abss BN RA . RSN
Fl s

)
wipsns |
-’
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DB _BLOCK CHECKING

= F%L

iy
3R

HE R ERAE N AT TP AZ O, e B )
I = B 50 B

e Row plece/xﬁ i S (E— i

o« A EHR /DN e S HEE

. ;L%ﬁ%ﬂﬁﬁéﬁz 2R Lock bitHIATEEXT M
o Oracle® X T EEMaMCIE S %

Count
Corrupted
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DB _BLOCK CHECKING

» False/OFF [k | SYSTEMR 4% 8] A5 MER 7Kl 41

HAth 22 25 18] B B A S A 0

o LOW F:AFYHRLAGN (A0rbba, seqno) &AENAFH A
TEAE G YR, {5 GUPDATE/ INSERT, 445 BRAC
9 R B S

o MEDIUM Firf5 HILOWZR A,  [F] B o) ME 2R 1 2504 B il
=& el

« FULL/TRUE P LOWAIMEDTUMAS I [F], [H]EH %22 5]
BRAE: SR

« DB BLOCK CHECKING [ %50 sz Bx s 3|
DB BLOCK ADJCHK LEVEL C(ERIANT) HJELNH

Data



DB _BLOCK CHECKING

o FRINENFALSE
o N TR INAN BT A A
o MLREN Fblock checkingf 4 EETRFE A 1%210%,
HEMF-E1H g2l A, R R
DB BLOCK CHECKING=FULL J5CPUf F K- 7 20%30%
« DB BLOCK CHECKING=MEDIUMH} 1% GEFRFEES D, JE K2
HAR MR G5, WA IO0T
o WKM7 I, HEEH JYO0RA-600
[kddummy blkchk] B{ORA-600 [kdBlkCheckError],
ot — 2P T A 3 A

Data
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_db_block check for debug=TRUE

e ERiAAFalse

« FIDB BLOCK CHECKINGHECZ&AHH, Uik

DB BLOCK CHECKINGHJ -4 A~ZL
o LIRS & B DUAE 2 K
o LZHIEHIAEAS I ET#2 DI B 2] PGAH

el KT 12275 DUAG H 3 BREZ S F b

» PEREIARAE T BB DR BT Al = 75 DL
HARAE L PR A K

= R

HRRPGAH,

Data
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DB LOST WRITE PROTECT
&2 Lost Write?

o TEAEEERE Y (WVeritas) #A] R 2 5] K Lost
WriteH)Z1, RN A:
— A AA&Lost Write, TP E—iRE ARIBlockZ:f5e 4
1IEH, OracleBRIAASZ ik £
— Fem LR Egs H P A IERRETE A e
— AN IERR R n] Ge 3t — 2275 Y AL 55 2 s
— Lost WriteH k5552 mm
ANy
Fﬁﬁ’hﬁ'fﬂlﬂzmﬁﬁzéii

Data
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DB LOST WRITE PROTECT

o FXEERPIRF

o ¥ DataGuard

o JRAI1gH HY IR

« ZRINJINONE

o MYEDGIAEERIPrimary [ B ONTYPICAL, DK
read—writeZ 2= 8] FHJbuffer cacheiEit sk F|
redologh', LMEHAIMIE EK

e NiLost Writen] AFEZYE FErecovery B #% &I,
Py BEIE

Data
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DB _LOST WRITE_PROTECT

o« DGYHE &
e Primary Da
redo
— Data File
— Data Bloc

Lost WritekmHLH]
tabase M\BLEEEHNB1 o

ckFJ#EEE1d 3¢ 2]

Number | |
N

k Address (DBA)

— System Change Number (SCN) =  Block#iin 247k

e DataGuardF

HredoBiEH F|Standb

e fEStandby |

y Database
SHiblock

- K B redo P FRISCN A 7

INERSCNA—Z, MUt Lost Write A 1Al e

Data



DB _LOST WRITE_PROTECT

e Primary#IStandby2EFE X &

Value |Default|Lost Writef@#ll%}& | Primary Database Standby Database
NONE N/A N/A N/A

TYPICAL Read / Write3R Z2 |H] MBIz Eblock®] REDO APPLYBI—ER4,

Read / Writex2e|i]  buffer cache® i & ik MRPYF 67 53 % EEREDO
FULL Read OnlyZ Z=[H] M FARedo B rSCN

e PrimaryE{Standby_ I i&% B ANONEHR] A& oA
— Primary A4 < redo, StandbyoyEEe ik
— PrimaryZ: fredo, Standby A5 1iF
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WIRIIAE NS
DB LOST WRITE PROTECT

e Lost Writefuill i fyET AL 2

 GEAERRE—FTRERE, BDRELost Write)s
Primary . B &4 T e BRI E L, B4 Standby [
MRPH 36 UF L 200 1

o« HIHUL N ERMORAA TR B, HEA
SENSEPEE3oAF
— X AR ) 2 ) SR AR e 1R A
— BRI A 215 S i B

Data
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DB LOST WRITE PROTECT
#MFE

o MRINiFredof¥ R T-buffer cachei
— R Edirect path read HIEMA2EE, WA A B

« JEDataGuard¥f g T 0] LLAE 38 iERedo
— A PUEFTEKRrolling forwardHs 4R i6;

e Standby A e HH LostWrite
— IEAIEITASM MirrorEXABRH MG E

Data



DB _LOST WRITE _PROTECT

Primary Database Data Guard Standby Database

Buffer Cache i 8 REDO Buffer Cache

db_lost_write
=t 5 1

T DBA=A
SCN=100
]

SCN SCN=100
300

e I fredo

3 T DBA=A
—
33(5:'8' ORA-752 (Lost Write) 1%

L B {8 H
#e%

SCN [ SCN=50
I 400

Data
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A& I Lost Writeii £ (PrimaryfllLost Write)

o VTTOTITTO00TOTR0 110100101 010111
BufferiCache § .FI T BufferiCache
File7 Block131] = el =0t |

SCN#3977658 pead SCN#3977658

101, AAA (] .
SQL> update TAB1 101, AAA E] _ :
set COL2='BBB' s —— File7 Block131

Redo Transfer
File7 Block131 ‘) SCN#3982682
SCN#3982682

>i 101, BBB I
e JC_ )
IS

where COL1=101 ;

SCN#3977658

101, AAA [ |
C——  JC
IS

V. YFile7 Block131
SCN#3982682

(101,B8BB | |
’ Read — —
SQL> select * File7 Block131
from TABI SCN#3977658 ] 1o, 7, - & T ost Write (ORA-752)
n COL1=101 ; ransfer File7 Block131
L (101, AAA ][ | o SCN#3977658 SCN 3977658 < 3982682

Block Read

lassushata”



DB LOST WRITE PROTECT
% I Lost Write 5 BIZh{E

oIl FILost WriteHJs2Physical StandbyHHY

—
HAFalert. logHid 3k 0RA-752

N TR, HaEIEMRPEEFE

Filfiredo NBERI L, FAOE— SA RS

PRXXIEFENS M. ER B A Aid sk 1 TE4H{E B
— QWFEX A Kredofibl ock B ¥ fi

— XU{= B BIDBAIE & Lost Write ] i

Data
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DB LOST WRITE PROTECT
% W Lost Writegy Standbyimadalert.log

Wed Oct 23 19:18:08 2013

Hex dump of (file 7, block 131) in trace file
/u0l/app/oracle/diag/rdbms/orcls/orclsl/trace/orclsl pr02 1401.trc

Reading datafile '+DATA/orcls/datafile/1w.281.829593935' for corruption at rdba: 0x01c00083
(file 7, block 131)

Read datafile mirror 'DATA 0004' (file 7, block 131) found same corrupt data (logically
corrupt)

Read datafile mirror 'DATA 0006' (file 7, block 131) found same corrupt data (logically
corrupt)

STANDBY REDO APPLICATION HAS DETECTED THAT THE PRIMARY DATABASE

LOST A DISK WRITE OF BLOCK 131, FILE 7

NO REDO AT OR AFTER SCN 3987667 CAN BE USED FOR RECOVERY.

Recovery of Online Redo Log: Thread 1 Group 7 Seq 103 Reading mem O

Slave exiting with ORA-752 exception

Errors in file /u0Ol/app/oracle/diag/rdbms/orcls/orclsl/trace/orclsl pr02 1401.trc:

ORA-00752: recovery detected a lost write of a data block

ORA-10567: Redo is inconsistent with data block (file# 7, block# 131, file offset is 1073152
bytes)

ORA-10564: tablespace LW

ORA-01110: data file 7: '+DATA/orcls/datafile/lw.281.829593935'

ORA-10561: block type 'TRANSACTION MANAGED DATA BLOCK', data object# 87637

Wed Oct 23 19:18:12 2013

Recovery Slave PR0O2 previously exited with exception 752

Wed Oct 23 19:18:12 2013

MRPO: Background Media Recovery terminated with error 448

Errors in file /u0Ol/app/oracle/diag/rdbms/orcls/orclsl/trace/orclsl pr00 1395.trc:

ORA-00448: normal completion of background process

MRPO: Background Media Recovery process shutdown (orclsl)
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DB LOST WRITE PROTECT
PRXXi#TETRACE

Block Hex dump of (file 7, block 131)

Dump Dump of memory from 0x00000000F03B0000 to 0x00000000F03B2000
OF03B0000 0000A206 01CO0083 003CC55A 04010000 [.ew.eene.o.. 2o ]

STANDBY REDO APPLICATION HAS DETECTED THAT THE PRIMARY DATABASE

LOST A DISK WRITE OF BLOCK 131, FILE 7

Main The block read on the primary had SCN 3977658 (0x0000.003ckiba) seqg 1 (0x01)

Messa while expected to have SCN 3982682 -{0x0000.003cc55a) seqg 1 (0x01)
The block was read at SCN 3987667 (0x0000.003cd8d3), BRR:
CHANGE #1 TYP:2 CLS:6 AFN:7 DBA:0x01c00083 OBJ:87637 SCN:0x0000.003cblba SEQ:1 OP:23.2 ENC:0 RBL:1

REDO RECORD - Thread:1.-RBAY 0x000067.00000128<0010 LEN: 0x0034 VLD: 0x10
SCN: 0x0000.003cd8d3 SUBSCN: 1 10/23/2013-19:18:16
Redo (LWN RBA: 0x000067.00000126.0010 LEN: 0003 NST: 0001 SCN: 0x0000.003cd8cf)
CHANGE #1 TYP:2 CLS:6 AFN:7 DBA:0x01c00083 OBJ:87637 SCN:0x0000.003cblba SEQ:1 OP:23.2 ENC:0 RBL:1
Dump Block Read - afn: 7 rdba: 0x01c00083 BFT: (1024,29360259) non-BFT: (7,131)
scn: 0x0000.003cbhblba seq: 0x01
flags: 0x00000006 ( dlog ckval )

3977658 (@) < 3982682 (@) H/H/EPrimary &K 4Lost Write
3982682 (Q) I EFr e ZK T
3987667 () LKL #5201 # 12 M 2




DB LOST WRITE PROTECT
Standby{|#&M & Lost Write

1 ~
ERilCheacic File7 Block131
File7 Block131
S e | SCN#3977658 ) , Read __ 2SNHSILIESE
- L : S, File7 Block131 101, AAA (| 101, AAA (]
i SCN#3982682 — c— — —

COL2='BBB'

SQL> select *
File7 Block131

from TABRI1
where COL1=101 ;

‘@ SCN#3982682 Write

C— JC

File7 Block131
SCN#3982682 File7 Block131 Read
Block Read SCN#3977658

101, AAA || |
& HLost WRite 2ABR

‘arnassusData
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DB BLOCK CHECKSUM4&E5iFE: Mz
515 & HOFFRTRY I TFERT X EE

DB_BLOCK_CHECKSUM

2. FULLHﬂ‘j(é/‘JS% typical

full

select update delete

Data



DB BLOCK CHECKING 4 g5 5 Mz
5% & AHOFFRTHI I TFRERT XTEE

. LOWZI5EM AR /)N
. SELECT# i) JL-F-# A

-
AL

. MEDIUM = FULLZ %
IRGCEE ORI AN

£1181%)
. FULLZ3 FINSERT
FIUPDATE X %1

TARIUAE R 5] 1
&I

m off
low
medium

m full

Data
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DB LOST WRITE PROTECT4&em3ENIiR
5% & AHOFFRTHI I TFRERT XTEE

DB_LOST WRITE_PROTECT

1 LTV B T
2. RENEAZ 0 LTV o
HE full

insert select update delete

Data
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